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1. Objective

sy

i

The purpose of this pblfty is to'maintain’the ’brivé‘cy of énfi protéct the PERSONAL

information of employees, students, contractors, vendors, interns, associates, customers

and business partners of Acharya Institutes and ensure compliance with laws and

regulations applicable.
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2. Scope

This policy is applicable to all Al employees, students, contractors, vendors, interns,

associates, customers and business partners who may receive PERSONAL information, have

access to PERSONAL information collected or processed, or who provide information to the

Institution.

3. Data Protection principles

The data shall be:

necessary for the purposes for which the PERSONAL data are processed PERSONAL

data may be stored for longer periods insofar as the PERSONAL data will be

processed solely for archiving purposes in the public interest, scientific or historical

Prepared by and
Reviewed by

Approved by

%

Cleared for issue

-sd-

-sd-

{conTROLLED COPY

Policy Drafting &
Review Committee

Campus Director

Acharya Institutes

Head, Quality Assurance
Acharya Institutes

C} Scanned with OKEN Scanner



ek,

ACHARYA INSTITUTES

Acharya Dr. Sarvepalli Radhakrishnan Road, Soladevanahalli, Bengaluru -560 107, India  ACHARYA

D1. DATA PROTECTION POLICY

Policy N°: Al/IT/DP/001

Version N°: 002

Owner: Directors

Page 3 of 6

Date of issue: 01 Jun 2020

Review date: 01 Jun 2022

+

Applicability: All Al Staff

research purposes or statistical purposes subject to implementation of the

appropriate technical

f. Processed in a manner that ensures appropriate security of the PERSONAL data,

including protection against unauthorlsed. or. unlawful processmg and against

accidental loss, destruction or damage, using appropnate technical or organisational

measures.”

4, General provisions

this policy.

c. This policy shall be re

a. Alldata processed by the Institute must be done on one of the following lawful

bases: consent, contract, legal obligation, vital interests, public task or legitimate

interests

b. Al shall note the appropriate lawful basis in the Register.

c. Where consent is relied upon as a lawful basis for processing data, evidence of opt-in
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consent shall be kept with the PERSONAL data.

7. Data minimisation
Al shall ensure that PERSONAL data are adequate, releva‘nt and limited to what is necessary

in relation to the purposes for which they are processed.

A
A

8. Accuracy

Al shall take reasonable steps to ensure PERSONAL data is accurate. Wherever necessary for

the lawful basis on which data |s processed steps shall be put |n place to ensure that

PERSONAL data is kept up to date

9, Archiving / removal

nger.thar\' ecessary, Al shall put in

a. To ensure that PERSONAL at is kept for no

place an archlvr\ ohcylfor' each area |n which PERSONAL: data is processed and

review this process annuyal

10. Security 7~ \ .
a. Al shall ensure that PERSONAL data is stored securely usmg modern software that is

S

kept-up-to-date.
b. Access to PERSONAL data shall be limited to personnel who need access and

appropriate security should be in place to avoid unauthorised sharing of information.
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c. When PERSONAL data is deleted, this should be done safely such that the data is
irrecoverable.
d. Appropriate back-up and disaster recovery solutions shall be in place.

[y )

11. Breach _
In the event of a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, Jo'r acces;e’to, PERSONAL data, Al shall promptly

assess the risk to people’s rights and freedoms' and ’i.fappropriate report this breach,

12. Unauthorised use of data:

Any violation of this policy must be reported to CD through concerned HOD immediately.

On receipt of information CD erI constltute a mvestlgatmg commnttee to do actual enquiry.
The Committee which would consusts of 3 HODs [mcludmg 1 from which the accused

employee/ students relate to] The commlttee wnII report its flndlngs and recommendations

for disciplinary actlon to HR/CD s

Violations: Anyone.wvhrol‘knows' -'or-ha'srea"son to-believe that another-person has violated

this procedure shall report sthe: matter promptly to hls/her supervnsor department head or

the Chief Informatlon Offlcer

After a wolatlon ‘of th|s procedure has been reported or dlscovered the issue will be
handled as soon as possible to reduce harm to the college and its affiliates. Violators of this
procedure may be subject to disciplinary action, up to and including the termination of

employment depending on the severity of the violation or data breach.
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Members of the Drafting and Review Committee:

SI.No Name Designation
1 Dr.Maneesh PaulS i Campus Director,Acharya Institutes

2. | Dr.MSN Srinivas R & D, Acharya Institutes

3. Dr. R.B.Gaddagimath “:DE?}FL ‘-_Lg:a_ljn'mg Resources ‘and Academic Support,

- ~:Acharya Institutes;,

4. Mr. Shafiulla P Head HR Acharya Instltutes

5. Dr. Gururaj Urs . Head Quallty Implementatlon Center, Acharya

| Institutes’
6. Mr. Ramachandra Rao M .CFO, Acharya vIns'titut‘_es" ‘
7. Mr. Madhusiidhan Rao S FM, Acharya Institutes. ..
.,:"-_ ‘ ='Y - 2 T ST T B
8. Mr. Igbal Ahmed: | l A Dy Dlrector-Trammg & Collaboratlons
A S e B . Head- Department of Informatlon Science &
9. Mr. C K Marigowda Engineering .
- & Deputy Director- International Collaborations
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